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1.1

1.2

Notes about this Documentation

Note

Always retain this documentation!

This documentation is part of the product. Therefore, retain the documentation
during the entire service life of the product. Pass on the documentation to any
subsequent user. In addition, ensure that any supplement to this documentation
is included, if necessary.

Validity of this Documentation

This documentation is only applicable to the “PFC200 G2 2ETH RS” controller
(750-8212) and the variants listed in the table below.

Table 1: Variants

Item Number/Variant Designation
750-8212 PFC200 G2 2ETH RS
750-8212/025-000 PFC200 G2 2ETHRS T

Note

Documentation Validity for Variants
Unless otherwise indicated, the information given in this documentation applies
to listed variants.

This documentation is only applicable from FW Version 02.08.25(11).

Copyright

This Manual, including all figures and illustrations, is copyright-protected. Any
further use of this Manual by third parties that violate pertinent copyright
provisions is prohibited. Reproduction, translation, electronic and phototechnical
filing/archiving (e.g., photocopying) as well as any amendments require the
written consent of WAGO Kontakttechnik GmbH & Co. KG, Minden, Germany.
Non-observance will involve the right to assert damage claims.
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1.3 Symbols

A DANGER

Personal Injury!
Indicates a high-risk, imminently hazardous situation which, if not avoided, will
result in death or serious injury.

i DANGER

Personal Injury Caused by Electric Current!
Indicates a high-risk, imminently hazardous situation which, if not avoided, will
result in death or serious injury.

Personal Injury!
Indicates a moderate-risk, potentially hazardous situation which, if not avoided,
could result in death or serious injury.

A CAUTION

Personal Injury!
Indicates a low-risk, potentially hazardous situation which, if not avoided, may
result in minor or moderate injury.

NOTICE

Damage to Property!
Indicates a potentially hazardous situation which, if not avoided, may result in
damage to property.

NOTICE

c ! Damage to Property Caused by Electrostatic Discharge (ESD)!
Indicates a potentially hazardous situation which, if not avoided, may result in

damage to property.

_— Note
Important Note!

Indicates a potential malfunction which, if not avoided, however, will not result in
damage to property.
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Information

Additional Information:
Refers to additional information which is not an integral part of this
documentation (e.g., the Internet).
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1.4 Number Notation
Table 2: Number Notation
Number Code |Example Note
Decimal 100 Normal notation
Hexadecimal 0x64 C notation
Binary 100 In quotation marks, nibble separated
'0110.0100' with dots (.)
1.5 Font Conventions
Table 3: Font Conventions
Font Type |Indicates
italic Names of paths and data files are marked in italic-type.
e.g.: C:\Program Files\WAGO Software
Menu Menu items are marked in bold letters.
e.g.: Save
> A greater-than sign between two names means the selection of a
menu item from a menu.
e.g.: File > New
Input Designation of input or optional fields are marked in bold letters,
e.g.: Start of measurement range
“Value” Input or selective values are marked in inverted commas.
e.g.: Enter the value “4 mA” under Start of measurement range.
[Button] Pushbuttons in dialog boxes are marked with bold letters in square
brackets.
e.g.: [Input]
[Key] Keys are marked with bold letters in square brackets.
e.g.: [F5]
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2

2.1

211

2.1.2

213

Important Notes

This section includes an overall summary of the most important safety
requirements and notes that are mentioned in each individual section. To protect
your health and prevent damage to devices as well, it is imperative to read and
carefully follow the safety guidelines.

Legal Bases

Subject to Changes

WAGO Kontakttechnik GmbH & Co. KG reserves the right to provide for any
alterations or modifications. WAGO Kontakttechnik GmbH & Co. KG owns all
rights arising from the granting of patents or from the legal protection of utility
patents. Third-party products are always mentioned without any reference to
patent rights. Thus, the existence of such rights cannot be excluded.

Personnel Qualifications

All sequences implemented on WAGO-I/O-SYSTEM 750 devices may only be
carried out by electrical specialists with sufficient knowledge in automation. The
specialists must be familiar with the current norms and guidelines for the devices
and automated environments.

All changes to the coupler or controller should always be carried out by qualified
personnel with sufficient skills in PLC programming.

Use of the 750 Series in Compliance with Underlying
Provisions

Fieldbus couplers, controllers and 1/0O modules found in the modular WAGO-I/O-
SYSTEM 750 receive digital and analog signals from sensors and transmit them
to actuators or higher-level control systems. Using controllers, the signals can
also be (pre-) processed.

The devices have been developed for use in an environment that meets the IP20
protection class criteria. Protection against finger injury and solid impurities up to
12.5 mm diameter is assured; protection against water damage is not ensured.
Unless otherwise specified, operation of the devices in wet and dusty
environments is prohibited.

Operating the WAGO-I/O-SYSTEM 750 devices in home applications without
further measures is only permitted if they meet the emission limits (emissions of
interference) according to EN 61000-6-3. You will find the relevant information in
the section “Device Description” > “Standards and Guidelines” in the manual for
the used fieldbus coupler/controller.

Appropriate housing (per 2014/34/EU) is required when operating the
WAGO-I/O-SYSTEM 750 in hazardous environments. Please note that a
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21.4

prototype test certificate must be obtained that confirms the correct installation of
the system in a housing or switch cabinet.

The implementation of safety functions such as EMERGENCY STOP or safety
door monitoring must only be performed by the F-1/0O modules within the modular
WAGO-I/O-SYSTEM 750. Only these safe F-I/O modules ensure functional
safety in accordance with the latest international standards. WAGO's
interference-free output modules can be controlled by the safety function.

Technical Condition of Specified Devices

The devices to be supplied ex works are equipped with hardware and software
configurations, which meet the individual application requirements. These
modules contain no parts that can be serviced or repaired by the user. The
following actions will result in the exclusion of liability on the part of WAGO
Kontakttechnik GmbH & Co. KG:

. Repairs,

. Changes to the hardware or software that are not described in the
operating instructions,

. Improper use of the components.

Further details are given in the contractual agreements. Please send your
request for modified and new hardware or software configurations directly to
WAGO Kontakttechnik GmbH & Co. KG.
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2.2

Safety Advice (Precautions)

For installing and operating purposes of the relevant device to your system the
following safety precautions shall be observed:

i DANGER

Do not work on devices while energized!
All power sources to the device shall be switched off prior to performing any
installation, repair or maintenance work.

s DANGER

Install the device only in appropriate housings, cabinets or in electrical
operation rooms!

The WAGO-I/O-SYSTEM 750 and its components are an open system. As such,
install the system and its components exclusively in appropriate housings,
cabinets or in electrical operation rooms. Allow access to such equipment and
fixtures to authorized, qualified staff only by means of specific keys or tools.

NOTICE

Do not use in telecommunication circuits!
Only use devices equipped with ETHERNET or RJ-45 connectors in LANSs.
Never connect these devices with telecommunication networks.

NOTICE

Replace defective or damaged devices!

Replace defective or damaged device/module (e.g., in the event of deformed
contacts), since the long-term functionality of device/module involved can no
longer be ensured.

NOTICE

Protect the components against materials having seeping and insulating
properties!

The components are not resistant to materials having seeping and insulating
properties such as: aerosols, silicones and triglycerides (found in some hand
creams). If you cannot exclude that such materials will appear in the component
environment, then install the components in an enclosure being resistant to the
above-mentioned materials. Clean tools and materials are imperative for
handling devices/modules.

wAaGo
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NOTICE

Clean only with permitted materials!
Clean housing and soiled contacts with propanol.

NOTICE

Do not use any contact spray!
Do not use any contact spray. The spray may impair contact area functionality in
connection with contamination.

NOTICE

Do not reverse the polarity of connection lines!
Avoid reverse polarity of data and power supply lines, as this may damage the
devices involved.

NOTICE

Avoid electrostatic discharge!

The devices are equipped with electronic components that may be destroyed by
electrostatic discharge when touched. Please observe the safety precautions
against electrostatic discharge per DIN EN 61340-5-1/-3. When handling the
devices, please ensure that environmental factors (personnel, work space and
packaging) are properly grounded.
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2.3

24

Licensing Terms of the Software Package Used

The firmware for the “PFC200 G2 2ETH RS” controller (750-8212) contains open-
source software.

The licence conditions of the software packages are stored in the controller in
text form. They can be accessed via the WBM page “Legal Information” > “Open
Source Software.”

You can obtain the source code with licensing terms of the open-source software
from WAGO Kontakttechnik GmbH & Co. KG on request. Send your request to
support@wago.com with the subject “Controller Board Support Package.”

Special Use Conditions for ETHERNET Devices

If not otherwise specified, ETHERNET devices are intended for use on local
networks. Please note the following when using ETHERNET devices in your
system:

. Do not connect control components and control networks to an open
network such as the Internet or an office network. WAGO recommends
putting control components and control networks behind a firewall.

. Limit physical and electronic access to all automation components to
authorized personnel only.

. Change the default passwords before first use! This will reduce the risk of
unauthorized access to your system.

. Regularly change the passwords used! This will reduce the risk of
unauthorized access to your system.

. If remote access to control components and control networks is required,
use a Virtual Private Network (VPN).

. Regularly perform threat analyses. You can check whether the measures
taken meet your security requirements.

. Use “defense-in-depth” mechanisms in your system's security configuration
to restrict the access to and control of individual products and networks.
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3

Device Description

The controller 750-8212(PFC200 G2 2ETH RS) is an automation device that can
perform control tasks of a PLC. It is suitable for mounting on a DIN rail and
stands out on account of its various interfaces.

This controller can be used for applications in mechanical and systems
engineering, in the processing industry and in building technology.

You can connect all available 1/O modules of the WAGO-I/O-SYSTEM 750 (750
and 753 Series) to the controller, enabling it to internally process analog and
digital signals from the automation environment, or to supply these signals to
other devices via one of the available interfaces.

Automation tasks can be executed in all IEC 61131-3-compatible languages with
the WAGO-//O-PRO or e/ COCKPIT programming system, depending on the
runtime system set (CODESYS 2 or e/RUNTIME).

The implementation of the task processing in the runtime system for Linux®has
been optimized with real-time extensions in order to provide maximum
performance for automation tasks. Web visualization is also provided as
visualization in addition to the development environment.

For IEC-61131-3 programming in CODESYS applications, the controller provides
16 MB of program memory (flash) and 64 MB of data memory (RAM) under
CODESYS 2 and 64 MB of program and data memory (dynamically distributed)
under e!RUNTIME as well as 128 kB of retentive memory (retain and flag
variables) in an integrated NVRAM.

Two ETHERNET interfaces and an integrated, interruptible switch enable wiring
for:

. In line topology with a common MAC address and IP address for both
interfaces.
. Two separate networks with a common MAC address and an IP address

for each interface.
Both of these interfaces support:
. 10BASE-T / 100BASE-TX
. Full/Half duplex
. Autonegotiation
. Auto-MDI(X) (automatic uplink and crossover switching)
The following fieldbus circuits are implemented for exchange of process data:

. MODBUS TCP Master/Slave
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. MODBUS UDP Master/Slave
. MODBUS RTU Master/Slave (via RS-232 or RS-485)

In the controller, all input signals from the sensors are combined. After
connecting the controller, all of the 1/0O modules on the bus node are detected
and a local process image is created from these. Analog and specialty module
data is sent via words and/or bytes; digital data is sent bit by bit.

Note

No direct access from fieldbus to the process image for I/O modules!

Any data that is required from the /0O module process image must be explicitly
mapped in the CODESYS program to the data in the fieldbus process image and
vice versa! Direct access is not possible!

The fieldbus configuration can be defined with the WAGO-I/O-PRO or
e/COCKPIT controller configuration, depending on the set runtime system
(CODESYS 2 or e!RUNTIME).

A Web-based management system (WBM) is also available as a configuration
aid. This system includes various dynamic HTML pages from which, among other
things, information about configuration and the status of the controller can be
called up. The WBM is already stored in the device and is presented and
operated using an Internet browser. You can also save your own HTML pages in
the implemented file system, or call up programs directly.

In the controller's initial state, the installed firmware is based on Linux®, with
special real-time extensions of the RT-Preempt patch. In addition, the following
application programs are also installed on the controller, along with a number of
different auxiliary programs:

. a SNMP server/client

. a Telnet server

. a FTP server, a FTPS server (explicit connections only)
. a SSH server/client

. a Web server

. a NTP client

. a BootP and DHCP client

. a DHCP server

. a DNS server
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. a CODESYS Runtime Environment (CODESYS 2 or e!RUNTIME,
selectable)

Based on IEC-61131-3 programming, data processing takes place on site in the
controller. The logical process results can be output directly to the actuators or
transmitted via a connected fieldbus to the higher level controller.

Note

Memory card is not included in the scope of delivery!

' Note, the controller is delivered without memory card.
To use a memory card, you must order one separately. The controller can also
be operated without memory card expansion, the use of a memory card is
optional.

Note

Only use recommended memory card!
Use only the SD memory card available from WAGO (item No. 758-879/000-
001) as it is suitable for industrial applications subjected to environmental
extremes and for use in this device.
Compatibility with other commercially available storage media cannot be
guaranteed.
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Figure 1: View of device

Table 4: Legend for Figure “View”

‘ Item

Description

|See section

K

Marking Options (Mini-WSB)

LED Indicators — Power Supply

“Indicating elements” >
“Indicating element power

supply”

Data contacts

“Connections” > “Data
Contacts/Local Bus”

CAGE CLAMP® Connections for Power
Supply

“Connections” > “CAGE
CLAMP® connections”

Slot for memory card

“Memory card slot”

Power contacts for power supply of
down-circuit I/O modules

“Connections” > “Power
contacts/ Field-side supply”

Releasing strap

“Mounting” > “Inserting
Device”

“‘Removal” > “Removing
Device”

Service Interface (behind the flap)

“Connections” > “Service
interface”

Mode selector switch

“Operating elements” >
“Mode selector switch”

ETHERNET Connections — X1, X2

“Connections” > “Network
connections ETHERNET”
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11

Safe Locking Feature

“Mounting” > “Inserting
Device”

“‘Removal” > “Removing
Device”

12

Serial interface — X3

“Connections” >
“Communication port RS-
232/RS-485"

13

LED Indicators — System

“Indicating elements” >
“Indicating elements
Fieldbus/System”

14

Reset button (in hole)

“Operating elements” >
“‘Reset button”
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3.2

3.2.1

Labeling

The front labeling includes:

- Device designation

- Name of the display elements, connections and control elements
- Serial number with hardware and firmware version

The side labeling includes:

- Manufacturer's identification
- Connector pin assignment

- Serial number

- Approval information

Manufacturing Number

The serial number indicates the delivery status directly after production.

)

ﬁ&

1
J

Figure 2: Marking Area for Serial Numbers

There are two serial numbers in two rows in the side marking. They are left of the
release tab. The first 10 positions in the longer row of the serial numbers contain
version and date identifications.

Example structure of the rows: 0114010101...

01 14 01 01 01 (additional positions)
ww YY FW -- HW FL -
Calendar Year Firmware Hardware Firmware Internal information
week version version loader
version

The row order can vary depending on the production year, only the longer row is
relevant. The back part of this and the shorter row contain internal administration
information from the manufacturer.
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3.3

3.3.1

Connectors

Data Contacts/Local Bus

NOTICE

Do not place the /0 modules on the gold spring contacts!
Do not place the I/O modules on the gold spring contacts in order to avoid soiling
or scratching!

NOTICE

Ensure that the environment is well grounded!

The devices are equipped with electronic components that may be destroyed by
electrostatic discharge. When handling the devices, ensure that the environment
(persons, workplace and packing) is well grounded. Avoid touching conductive
components, e.g. data contacts.

Communication between the controller and the I/O modules and system power
supply for the I/O modules is provided via the local bus, which consists of 6 data
contacts designed as self-cleaning gold spring contacts.

J—J_W_J—/_/_.\

o

Figure 3: Data Contacts
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3.3.2 Power Jumper Contacts/Field Supply

A CAUTION

Risk of injury due to sharp-edged blade contacts!
The blade contacts are sharp-edged. Handle the 1/0O module carefully to prevent
injury.

The controller 750-8212is equipped with 3 self-cleaning power contacts for
transferring of the field-side power supply to down-circuit I/O modules. These
contacts are designed as spring contacts.

—

[

[]

IS

[]
[]

IS

IS5

Figure 4: Power Jumper Contacts

Table 5: Legend for Figure “Power Jumper Contacts”

Contact Type Function
1 Spring contact Poten’;ijl ]Eir:Ir(;s:JiSS:;n (Lv)
2 Spring contact Potent:zlrtfrizr dsr:Ljf)Spilc;/ n (V)
3 Spring contact Potentialf;r;af?;?EjFi)c;)r:y(ground)

NOTICE

Do not exceed maximum current via power jumper contacts!

The maximum current to flow through the power jumper contacts is 10 A.
Greater currents can damage the contacts.

When configuring your system, ensure that this current is not exceeded.
If exceeded, insert an additional supply module.
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3.3.3

24V

24V

oV
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CAGE CLAMP® Connectors

ov

24V

ov

i

Figure 5: CAGE CLAMP® connections

Table 6: Legend for figure “CAGE CLAMP® connections”

Contact Description |Description
1 24V System power supply voltage +24 V
2 + Field-side power supply voltage Uy
3 - Field-side power supply voltage 0 V
4 Ground Field-side power supply voltage, ground
5 oV System power supply voltage 0 V
6 + Field-side power supply voltage Uy
7 - Field-side power supply voltage 0 V
8 Ground Field-side power supply voltage, ground

Note

Observe supplementary power supply regulations for use in shipbuilding!
Observe supplementary power supply regulations for shipbuilding and the supply
voltage in Section “Connect Devices” > ... > “Supplementary Power Supply

Regulations”!
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3.34

Service Interface
The service interface is located behind the flap.

The Service interface is used for communication with WAGO-I/O-CHECK and
“WAGO Ethernet Settings” and for firmware download.

Figure 6: Service Interface (Closed and Open Flap)

Table 7: Service Interface

Number |Description

1 Open flap

2 Service interface

NOTICE

Device must be de-energized!
To prevent damage to the device, unplug and plug in the communication cable
only when the device is de-energized!

The connection to the 4-pin header under the cover flap can be realized via the
communication cables with the item numbers750-920 and 750-923 or via the
WAGO radio adapter with the item number 750-921.
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3.3.5 Network Connectors

LNK

ACT

Figure 7: Network Connections — X1, X2

Table 8: Legend for Figure “Network Connections — X1, X2”

Contact Signal Description
1 TD + Transmit Data +
2 TD - Transmit Data -
3 RD + Receive Data +
4 NC Not assigned
5 NC Not assigned
6 RD - Receive Data -
7 NC Not assigned
8 NC Not assigned
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3.3.6

JOI

o N o ©

ORCNONO)
ONCORORONO;

[C]

= N W hrh O

Communication Interface

Figure 8: RS-232/RS-485 — Communication Connection — X3

Table 9: Legend for Figure “RS-232/RS-485 — Communication Connection — X3”

RS-232 RS-485
Contact . - : —r
Signal Description Signal Description
1 NC Not assigned NC Not assigned
2 RxD Receive Data NC Not assigned
3 TxD Transmit Data RxD/TxD-P | Receive/transmit data
+
4 NC Not assigned NC Not assigned
5 FB_GND |Ground FB_GND Ground
6 NC Not assigned FB 5V Power Supply
7 RTS Request to send |NC Not assigned
8 CTS Clear to send RxD/TxD-N | Receive/transmit data
9 NC Not assigned NC Not assigned
Enclosure | Shield Shielding Shield Shielding

NOTICE

Incorrect parameterization can damage the communication partners!
The voltage levels are =12 V and +12 V for RS-232, and -5V and +5 V for

RS-485.

If the controller interfaces differ from those of the communication partners
(RS-232 <> RS-485 or RS-485 <> RS-232), this may damage the interface of the

communication partner.

Therefore, always ensure that the controller interface matches those of its
communication partners when configuring these items!

DC/DC converters and optocouplers in the fieldbus interface electrically isolate
the fieldbus system and the electronics.
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3.3.6.1  Operating as an RS-232 Interface
Depending on the device type DTE (e.g., PC) or DCE (e.g., PFC, modem), the
RS-232 signals have different data directions.
Table 10: Function of RS-232 Signals for DTE/DCE
Contact Signal Data Direction
: DTE DCE
2 RxD Input Output
3 TxD Output Input
5 FB_GND - -
7 RTS Output Input
8 CTS Input Output
For a DTE-to-DCE connection, the signals are connected directly (1:1).
DTE DCE
RxD|2—»——12|RxD
TxD | 3 < 3| TxD
FB GND | 5 5| FB_GND
RTS|7—»— 7| RTS
CTS |8 [—< 8| CTS
Figure 9: Termination with DTE-DCE Connection (1:1)
For a DTE-to-DTE connection, the signal connections are crossed.
DTE DTE
TxD | 3 3| TxD
FB GND | 5 5| FB_GND
RTS |7 ::>C 7| RTS
CTS |8 8| CTS
Figure 10: Termination with DTE-DTE Connection (Cross-Over)
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3.3.6.2

Operating as an RS-485 Interface

To minimize reflection at the end of the line, the RS-485 line must be terminated
at both ends by a cable termination. If required, one pull-up or pull-down resistor
may be used. These resistors ensure a defined level on the bus when no
subscriber is active, i.e., when all subscribers are in “Tri-state”.

Note

Attention — bus termination!

The RS-485 bus segment must be terminated at both ends!

No more than two terminations per bus segment may be used!
Terminations may not be used in stub and branch lines!

Operation without proper termination of the RS-485 network may result in
transmission errors.

Master
/\ 5v
R\
' 450 Q ... 650 O

D1 A

150 Q L:,_lwon
112 W | DO X 112 W

Common )i
450 0Q...650 Q
)
\?/ \?/
Slave 1 Slave n
Figure 11: RS-485 Bus Termination
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3.4 Display Elements

3.4.1 Power Supply LEDs

ACd
=
B
=

D000

Figure 12: Power Supply Indicating Elements

Table 11: Legend for Figure “Power Supply Indicating Elements”

Description Color Description
A Green/off Status of system power supply voltage
B Green/off Status of field-side power supply voltage
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3.4.2 System/Fieldbus LEDs

Us N N sys
us Il [ RUN
VAl Emi/o
U3 I MM
U2 [ NS
U mv

Figure 13: Indicating Elements for Fieldbus/System

Table 12: Legend for Figure “Fieldbus/System Indicating Elements”

[ Designation \ Color \ Description
Red/Green/
SYS Orange/Off System status
Red/Green/
RUN Orange/Off PLC program status
Red/Green/
I/O Orange/Off Local bus status
Red/Green/
MS Orange/Off Module status
Red/Green/ . .
NS Orange/Off Without function
User LED 7, programmable using function
u7 Red/Green/ blocks from the WAGO libraries to control the
Orange/Off
LEDs
User LED 6, programmable using function
ué Red/Green/ blocks from the WAGO libraries to control the
Orange/Off
LEDs
User LED 5, programmable using function
us Red/Green/ blocks from the WAGO libraries to control the
Orange/Off
LEDs
User LED 4, programmable using function
U4 Red/Green/ blocks from the WAGO libraries to control the
Orange/Off
LEDs
User LED 3, programmable using function
u3 Red/Green/ blocks from the WAGO libraries to control the
Orange/Off
LEDs
User LED 2, programmable using function
u2 Red/Green/ blocks from the WAGO libraries to control the
Orange/Off
LEDs
User LED 1, programmable using function
U1 Red/Green/ blocks from the WAGO libraries to control the
Orange/Off LEDs
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3.4.3 Memory Card Slot LED

SD

-

A
Figure 14: Indicating Elements, Memory Card Slot

Table 13: Legend for Figure “Indicating Elements, Memory Card Slot”

Description Color Description

SD Y ellow/Off Memory card status
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344 Network Connection LEDs

LNK

ACT

Figure 15: Indicating Elements, RJ-45 Jacks

Table 14: Legend for Figure “Indicating Elements, RJ-45 Jacks”

Description Color Description
LNK Green/Off ETHERNET connection status
ACT Yellow/Off ETHERNET data exchange
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3.5 Operating Elements
3.5.1 Operating Mode Switch
RUN
STOP
RESET
Figure 16: Mode Selector Switch
The function of the mode selector switch depends on the activated runtime
system (CODESYS 2 or e/RUNTIME).
3.5.1.1 CODESYS 2 Runtime System
Table 15: Mode Selector Switch
Item Activation |Function
. Normal mode
RUN Latching CODESYS 2 application runs.
. Stop
STOP Latching CODESYS 2 application stopped.
Reset warm start or
. Reset cold start
RESET | Spring-return (based on the duration of activation, see Section
“Starting” > “Initiating Reset Functions”)
Other functions can also be initiated using the reset button.
3.5.1.2 e/RUNTIME Runtime System
Table 16: Mode Selector Switch
Position Actuation |Function
. Normal operation
RUN Latching e!/RUNTIME applications running.
. Stop
STOP Latching All e/ RUNTIME applications have stopped.
Reset warm start or
. Reset cold start
RESET | Spring-return (depending on length of actuation, see Section
“Starting” > “Initiating Reset Functions”)
Other functions can also be initiated using the reset button.
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3.5.2 Reset Button

—J
RST

Figure 17: Reset Button

The Reset button is installed behind drilling to prevent operating errors. Itis a
shortstroke button with a low actuating force of 1.1 N ... 2.1 N (110 ¢f ... 210 df).
The button can be actuated using a suitable object (e.g., pen).

You can initiate different functions using the Reset button depending on the
position of the mode selector:

- Temporarily set a fixed IP address
- Perform a software reset (restart)
- Restore factory setting (factory reset)

Please refer to the same sections in the back of this manual for information about
the functions.
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3.6

Slot for Memory Card

SD

-

A
Figure 18: Slot for SD Memory Card

The slot for the SD memory card is located on the front of the housing. The
memory card is locked in the enclosure by a push/push mechanism. Inserting
and removing the memory card is described in the Section “Service” > “Inserting
and Removing the Memory Card.”

The memory card is protected by a cover flap. The cover cap is sealable.

Note

Memory card is not included in the scope of delivery!

Note, the controller is delivered without memory card.

To use a memory card, you must order one separately. The controller can also
be operated without memory card expansion, the use of a memory card is
optional.

Note

Only use recommended memory card!

Use only the SD memory card available from WAGO (item No. 758-879/000-
001) as it is suitable for industrial applications subjected to environmental
extremes and for use in this device.

Compatibility with other commercially available storage media cannot be
guaranteed.
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3.7 Schematic Diagram
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Figure 19: Schematic diagram
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3.8

3.8.1

3.8.2

3.8.3

Technical Data

Mechanical Data

Table 17: Technical Data — Mechanical Data

Width 75 mm
Height (from upper edge of DIN 35 rail) {65 mm
Length 100 mm
Weight 214 g

System Data

Table 18: Technical Data — System Data

CPU

Cortex A8, 1 GHz

Operating System

Real-time Linux® 4.9.47-rt37
(with RT Preemption Patch)

Memory card slot

Push-push mechanism,
sealable cover lid

Type of memory card

SD and SDHC up to 32 Gbytes

(All guaranteed properties are valid only
in connection with the WAGO 758-
879/000-001 memory card.)

Power Supply

Table 19: Technical Data — Power Supply

Power supply

24 VDC (-25 % ... +30 %)

Max. input current (24 V)

550 mA

Power failure time acc. IEC 61131-2

Depending on external buffering

Total current for I/O modules (5V)

1700 mA

Isolation

500 V system/supply

Note

Buffer for system power supply!

The system power supply must be buffered to bridge power outages. As the
power demand depends on the respective node configuration, buffering is not

implemented internally.

To achieve power outages of 1 ms to 10 ms according to IEC61131-2, determine
the buffering appropriate for your node configuration and structure it as an

external circuit.
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3.8.4 Clock
Table 20: Technical Data — Clock
Drift - system clock (25 °C) 20 ppm
Drift - RTC (25 °C) 3 ppm
Buffer time RTC (25 °C) 30 days
3.8.5 Programming
Table 21: Technical Data — Programming
Programming CODESYS 2 |WAGO-I/O-PRO V2.3
e/RUNTIME e/COCKPIT
IEC 61131-3 LD, FBD, ST, FC
CODESYS 2 memory configuration
Program memory (Flash) 16 MByte
Data memory (RAM) 64 MByte
Non-volatile memory (NVRAM, 128 kByte
Retain + Flags)
e/RUNTIME memory configuration
Program and data memory 60 MByte (dynamically distributed)
Non-volatile memory (NVRAM, 128 kByte
Retain + Flags)
Retain variables max. |CODESYS 2 10,000
e/RUNTIME Not specified
3.8.6 Local Bus
Table 22: Technical Data — Local Bus
Number of /0O modules (per node) 64
with bus extension 250
Input and output process | CODESYS 2 |1,000 words
image (max.) e/RUNTIME |Not specified
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3.8.7

ETHERNET

Table 23: Technical Data —- ETHERNET

ETHERNET

2 x RJ-45 (switched or separated mode)

Transmission medium

Twisted Pair S-UTP, 100 Q, Cat 5,
100 m maximum cable length

Baud rate

10/100 Mbit/s; 10Base-T/100Base-TX

Protocols

DHCP, DNS, SNTP, FTP, FTPS (only
explicit connections), SNMP, HTTP,
HTTPS, SSH, MODBUS (TCP, UDP)

1,000 words,

also with MODBUS access to the flag
area (see Section "MODBUS" > ... >
"Flag Area")

MODBUS input and CODESYS 2
output process image,
max.

e/RUNTIME

32,000 words

Note

No direct access from fieldbus to the process image for I/O modules!
: Any data that is required from the 1/0O module process image must be explicitly
mapped in the CODESYS program to the data in the fieldbus process image and

vice versa! Direct access is not possible!

3.8.8 Communication Interface
Table 24: Technical Data — Communication Interface
Interface 1 x serial interface per TIA/EIA 232 and
TIA/EIA 485 (switchable), 9-pole D-sub
female connector
Protocols MODBUS RTU
3.8.9 Connection Type
Table 25: Technical Data — Field Wiring
Wire connection CAGE CLAMP®
Cross section 0.08 mm?... 2.5 mm? AWG 28 ... 14
Stripped lengths 8mm...9mm/0.33in
Table 26: Technical Data — Power Jumper Contacts
Power jumper contacts Spring contact, self-cleaning
Table 27: Technical Data — Data Contacts
Data contacts Slide contact, hard gold plated, self-
cleaning
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3.8.10 Climatic Environmental Conditions

Table 28: Technical Data — Climatic Environmental Conditions

Surrounding air temperature (operation) |0 °C ... 55 °C

Surrounding air temperature (operation) |-20 °C ... +60 °C
for components with extended
temperature range (750-xxx/025-xxx)

Surrounding air temperature (storage) |-25°C ... +85°C

Surrounding air temperature (storage) |-40°C ... +85°C
for components with extended
temperature range (750-xxx/025-xxx)

Relative humidity 5% ... 95 % without condensation
Operating altitude 0...2000 m
Pollution degree 2
Overvoltage category Il
Protection type IP20
Resistance to harmful substances Acc. to IEC 60068-2-42 and
IEC 60068-2-43
Maximum pollutant concentration at SO, < 25 ppm
relative humidity < 75 % H,S < 10 ppm
Special conditions Ensure that additional measures for

components are taken, which are used
in an environment involving:

— dust, caustic vapors or gases

— ionizing radiation
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3.9

Approvals

Information

More information about approvals.

Detailed references to the approvals are listed in the document “Overview
Approvals WAGO-1/0O-SYSTEM 750", which you can find via the internet under:
www.wago.com > SERVICES > DOWNLOADS > Additional documentation and
information on automation products > WAGO-I/O-SYSTEM 750 > System
Description.

The following approvals have been granted to the basic version and the variants
of the “PFC200 G2 2ETH RS” controller (750-8212) described in this document:

c € Conformity Marking

3.10 Standards and Guidelines
The basic version and the variants of the “PFC200 G2 2ETH RS” controller (750-
8212) described in this document fulfill the following EMC standards:
EMC CE-Immunity to interference EN 61000-6-2
EMC CE-Emission of interference EN 61000-6-3
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4
4.1

411

4111

41.1.2

Function Description

Network

Interface Configuration

The ETHERNET X1 and X2 interfaces of the controller are connected with an
internal 3-port switch, in which the third port is connected to the CPU.
Interfaces X1 and X2 can either be operated in Switch mode or as separate
network interfaces. The switching can be performed during the runtime.

The Switch mode is activated by default and during initial startup. The
“Configuration mode” is set to “DHCP.”

For interface X1, a fixed IP address can be set temporarily (“Fix IP Address”).
The setting is carried out with the Reset button (see Section “Commissioning” >
... > “Temporarily Setting a Fixed IP Address”).

Setting a fixed IP address has no effect on the mode previously set.

Operation in Switch Mode

For operation in Switch mode, the TCP/IP settings such as the IP address or
subnet mask apply to both X1 and X2.

When switching to Switch mode, the X1 settings are applied as a new common
configuration for X1 and X2.

The device is then no longer accessible via the IP address previously set for X2.
This must be taken into account for CODESY'S applications that use X2 for
communication.

Operation with Separate Network Interfaces

When operating with separate network interfaces, both ETHERNET interfaces
can be configured and used separately.

Note that the two interfaces still have the same MAC address. Therefore, they
must not be operated in the same network segment.

When switching to operating with separate interfaces, interface X2 is initialized
with the setting values last valid for it. The connections on the X1 interface
persist.

When operating with separate interfaces and fixed IP address, the device can still
be accessed via the interface X2 via the regular IP address.
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4.1.2

41.21

Network Security

Users and Passwords

Several groups of users are provided in the controller which can be used for
various services.

Default passwords are set for all users. We strongly recommend changing these
passwords on startup!

Note

Change passwords
Default passwords are documented in these instructions and therefore do not
offer adequate protection! Change the passwords to meet your particular needs.

4.1.21.1 Services and Users
All password-protected services and their associated users are listed in the
following table.
Users
WBM Linux®

c c %
Service = = - = =

E | $ | 8 E| &g | 2

A L -
Web Based Management X X
(WBM)
Linux® console X X
Console Based Management X X
(CBM)
CODESYS X
Telnet X X X

FTP X X X
FTPS X X X
SSH X X X
SNMP X
Manual
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41.21.2

41.21.3

41.21.4

WBM User Group

WBM has its own user administration system. The users in this system are
isolated from the other user groups in the system for security reasons.

Detailed information about this is given in the Section “WBM User
Administration”.

Table 29: WBM Users

Users Permissions Default Password
admin All (administrator) wago

user Supported to a limited extent user

guest Display only -

Note

Change passwords
Default passwords are documented in these instructions and therefore do not
offer adequate protection! Change the passwords to meet your particular needs.

Linux® User Group

The Linux® users group include the actual users of the operating system, which is
likewise used by most services.

The passwords for these users must be configured through a terminal connection
via SSH/RS-232.

Table 30: Linux® Users

User Special Feature Home Directory Default Password
root Super user /root wago
admin CODESYS user /home/admin wago
user Normal user /home/user user

Note

Change passwords
Default passwords are documented in these instructions and therefore do not
offer adequate protection! Change the passwords to meet your particular needs.

SNMP User Group

The SNMP service manages its own users. In its initial state, no users are stored
in the system.
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41.2.2 Web Protocols for WBM Access

The HTTP and HTTPS web protocols can be used to access the WBM pages for
the controller. HTTPS is preferred because it uses the SSL/TLS protocol. The
SSL/TLS protocol ensures secure communication through encryption and
authentication

The default setting for the controller allows strong encryption, but uses only
simple authentication methods. As authentication for any secure communication
channel plays a central role, it is strongly recommended that you use secure
authentication. The security certificate saved on the controller is the basis for
authentication. The default location for the security certificate is:
/etc/lighttpd/https-cert.pem

As delivered, the controller uses a generic security certificate based on x509. To
allow secure authentication, you must replace the generic security certificate with
a security certificate specific for the individual device.

4.1.2.21 TLS Encryption

When an HTTPS connection is established, the Web browser and Webserver
negotiate what TLS version and what cryptographic method are to be used.

The “TLS Configuration” group of the WBM page “Security” can be used to switch
the cryptographic methods allowed for HTTPS and the TLS versions that can be
used.

The settings “Strong” and “Standard” are possible.

If “Strong” is set, the Webserver only allows TLS Version 1.2 and strong
algorithms.

Older software and older operating systems may not support TLS 1.2 and
encryption algorithms.

If “Standard” is set, TLS 1.0, TLS 1.1 and TLS 1.2 are allowed, as well as
cryptographic methods that are no longer considered secure.

Information

n BSI Technical Guidelines TR-02102
The rules for the “Strong” setting are based on technical guidelines TR-02102 of
the German Federal Office for Information Security.
You can find the guidelines on the Internet at: https://www.bsi.bund.de >
“Publications” > “Technical Guidelines.”
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Information

“ BSI Guidelines on Migration to TLS 1.2

: The German Federal Office for Information Security guidelines on migration to
TLS 1.2 contain “compatibility matrices” that show what software is comparable
with TLS 1.2.
You can find the guidelines on the Internet at: https://www.bsi.bund.de > “Topics”
> “Standards and Criteria” > “Minimum Standards®.
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41.3

4.1.31

41.4

Network Configuration

Host Name/Domain Name

Without a host name configuration, the controller is assigned a default name
which includes the last three values of the controller's MAC address, e.g.,
“PFCx00-A1A2A3.” This name is valid for as long as a host name was not
configured, or host name was not supplied to the controller via DHCP (for
configuration of the controller see Section “Startup” > “Configuring”). When the
host name is set, a host name supplied by a DHCP response is immediately
active and displaces the configured or default host name. If there are multiple
network interfaces with DHCP, the last received host name is valid. If only the
configured name is to be valid, the network administrator must adjust the
configuration of the active DHCP server so that no host names are transferred in
the DHCP response.

The default host name or the configured name is active again if the network
interfaces are set to static IP addresses or if a host name is not received via the
DHCP response.

A similar mechanism is used for a domain name as for the host name. The
difference is that a default domain name is not set. As long as a domain name is
not configured or supplied by DHCP, the domain name is empty.

Routing

As part of the TCP/IP configuration, the controller allows you to configure static
routes, IP masquerading and port forwarding. Default gateways are configured
via static routes, since default gateways are a special case of static routes.

A network station transmits to a gateway all network data packets for systems
outside of its local network. This gateway is responsible for the appropriate
routing of the data packets so that they reach the target system. To allow access
to different target systems, it may be necessary to configure multiple gateways.
This is configured by adding routing entries. A routing entry consists of the
following information:

Destination address,
Destination mask,
Gateway address,
Gateway metric.

O~

On the basis of the target system configuration, consisting of the destination
address and destination mask, a decision is made about which gateway a
network data packet should be forwarded to. The target system can be specified
through an individual IP address or an IP address range. For a network data
packet to forward, the routing entry with the most specific destination address
and destination mask entries is always selected. The default gateway
corresponds to the least specific routing entry. All network data packets such that
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no specific routing entry exists for their destination address and destination mask
are sent to this default gateway.

1. Default Gateway
If the value “default” is entered in the “Destination Address” field, a default
gateway, also called a default route, is defined. The value “0.0.0.0” must
then be set in the “Destination Mask” field.

2. Route
If an IP address or IP address range is entered in the “Destination Address”
field, then all network data packets that are directed to the network address
or network address range are sent to the gateway address corresponding
to the entry.

If the IP address of the gateway is outside the IP address space that the
controller can reach, the associated route is not enabled.

A metric is assigned to each routing entry. If multiple routing entries are
configured for the same destination address and destination mask, the metric
specifies how the routing entries are prioritized. In this case, routing entries with a
lower value for the metric are preferred over routing entries with a higher metric
value.

Manual
Version 1.0.1, valid from FW Version 02.08.25(11)

www._nicsanal.com

021-87700210
NIC SANRT
Wit W=



58  Function Description WAGO-I/O-SYSTEM 750
750-8212 PFC200 G2 2ETH RS

The metric value of the configured routing entries can be specified for the
controller. The default value for the metric is 20. Besides the manually
configurable routes, default gateways can also be set via DHCP replies. All
default gateways transferred via DHCP are assigned a permanent metric value of
10.

Metric example:

A controller obtains its IP configuration via a DHCP server and receives both the
IP address and the network mask 192.168.1.10/24. Furthermore, a gateway with
IP address 192.168.1.2 and metric value 20 is set up on the controller. Therefore,
when no specific routing entry exists for the target address of network data
packets, the controller sends them to gateway 192.168.1.2. Besides the IP
address and network mask, the DHCP server is now instructed to allocate a
default gateway of 192.168.1.1. The controller gives this default gateway a metric
value of 10. Therefore, the default gateway received via DHCP is preferred over
the manually configured gateway.

The routing entries are used to specify which gateways the network data packets
are sent. If the controller is running in switched mode and only has one network
interface, all network traffic passes through this network interface. If the controller
is running in separated mode or contains a modem, it has more than one network
interface. Therefore, it is possible for a network data packet to arrive at the
controller on one network interface and depart on a different network interface.
This forwarding between different network interfaces must be explicitly enabled; it
is disabled when the controller is delivered. To enable the forwarding, “Routing
enabled entirely” must be enabled in the “General Routing Configuration” group.
In this case, the controller can function as a router.

For forwarding network communication through a router, it is necessary to note
that corresponding routing entries must be provided not only for the router, but
also for the respective endpoints of the communication. The routing entries of the
endpoints must ensure that the desired network data packets are sent via the
router, both when the connection is established and with the replies.

Host route example:

A host route is a route to an individual host. In the following example, a route to a
host with IP address 192.168.1.2 is to be specified. The route passes through a
gateway that can be reached via address 10.0.1.3. To configure a host route to
the destination host on a controller connected to the gateway, the following
settings must be made:

Destination Address: 192.168.1.2 IP address of the destination host
Destination Mask: 255.255.255.255 Subnet mask of an individual host
Gateway Address: 10.0.1.3 IP address of the gateway
Gateway Metric 20 Route priority
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Network route example:

A network route is a route to a subnet, which can contain multiple hosts. In the
following example, a route to a subnet should be specified with network address
192.168.1.0. The route passes through a gateway that can be reached via
address 10.0.1.3. To configure a network route to the destination network on a
controller connected to the gateway, the following settings must be made:

Destination Address: 192.168.1.0 IP address of the destination network
Destination Mask: 255.255.255.0 Subnet mask of the destination network
Gateway Address:  10.0.1.3 IP address of the gateway

Gateway Metric 20 Route priority

Besides configuration of static routes, the controller also supports IP
masquerading. This can be enabled for selected network interfaces of the
controller. Network data packets that depart the controller through a network
interface for which IP masquerading has been enabled are given the IP address
of the network interface as their sender address. If network data packets are
forwarded through the controller, the network behind the controller is
encapsulated under a single address.

Furthermore, the controller permits configuration of port forwarding entries. For
port forwarding, the destination address and, if relevant, destination port of a
network data packet that arrived at the controller via a previously configured
network interface are overwritten. This makes it possible to forward network data
packets through the controller to other addresses and ports. Forwarding can be
configured for the TCP or UDP protocols.
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4.1.5 Network Services

41.51 DHCP Client

The controller can get network parameters from an external DHCP master via the
DHCP Client service.

The following parameters can be obtained:
- IP address

- SubNet mask

- Router/gateway

- Hostname

- Domain

- DNS server

- NTP server

For the IP address, SubNet mask and router/gateway parameters, the entries are
stored per ETHERNET port (X1, X2).

The Hostname and Domain parameters are stored according to the LIFO
principle (Last In First Out). The settings from the last DHCP offer received are
always used.

The DNS and NTP Server parameters are stored centrally for global use. All
transmitted parameters are saved.

41.5.2 DHCP Server

The controller provides the DHCP server service for the automatic configuration
of IP addresses of network stations on the same subnet.
Generally, only one DHCP server can be active on a subnet at one time.

The following can be set for the DHCP server:

- The service itself (active/not active)

- The range of dynamically assigned